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Abstract: Large language models have been widely used in software, utilizing their powerful
text reasoning capability to achieve intelligent customer service, machine translation, text
classification, etc. The interaction between users and the model is natural language, and the
user input is called prompts. One of the security threats at the model level is prompt
injection, which constructs malicious prompts to bypass model restrictions. Common attack
methods and defense strategies are listed to investigate the defense of prompt engineering,
and a threat detector based on prompts is constructed. The effectiveness of different defense
strategies against attack methods is tested through verification experiments. This detector
can be deployed parallel to the model application to greatly improve the robustness of

applications against prompt injection.
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P
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S8 R AR P AR 5 i s 50 P A A PR A T R o SR8 AR 25 R e v R AN s
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* 1 Bt
Tab.1 Translator

B AT W73 1) S B3 A 2k T Fp m]
76 73 70 SR Mg 0.745 0.981
S5 Py 0.606 0.934
S R 0.892 0.946
T B REEIETHE R 0.872 0.992
U 0.787 1.000
AR IROR 0.905 0.939
EEi S ¢ i 0.936 1.000
To R S 0.984 0.928
B A S5 i 0.946 0.935
N R 1.000 0.302
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ZIEARMES R R 0.997 0.940

(VA LSS 0.984 0.938
ST AR 0.974 0.944
B — o 0.994 0.951
To B4 Sk 0.956 0.922
S 131 0.956 0.925
A w3 H . 0.984 0.287
. g AT S5 B 0.975 0.950

iRl .
VA LSS 0.977 0.929
ST AR 0.965 0.923
B — o 0.999 0.938

F 2 VAR A%
Tab.1 Comment Verifier
B A W73 0 S Wk B B TP vl
To B SE 0.721 0.973
S i 0.567 0.955
S T 0.859 0.935
To B REEEHER 0.870 1.000
RVAEEed 0.771 1.000
ARSI R 0.900 0.895
B — o 0.966 0.989
6 73 70 S 0.959 0.890
S i 0.930 0.911
Fe X H 0.964 0.275
B S A ARSI R 1.000 0.972
ARVATEEed 0.982 0.950
ARSI R 0.994 0.949
B — o 0.999 0.968
6 73 7 S 0.936 0.922
S i 0.942 0.919
R S T . 0.996 0.258
e :@B%HIEE%E B 0.990 0.964
ARVATEEed 1.000 0.946
SRS 0.932 0.916
B — o 0.963 0.915
F 1 CEMEAERE
Tab.1 Summarizer
B A 73 0 S Wk B A FEFp m]

R To R S 0.752 0.986

S 418 0.601 0.953




w3 H 0.895 0.976
g AT S5 B 0.830 1.000
VA LSS 0.815 0.993
ST AR 0.909 0.923
B — o 0.970 1.000
To B4 Sk 0.980 0.959
S 131 0.988 0.904
#e 3L H 0.985 0.289
B A g AT S5 B 0.954 0.934
(VA LSS 0.956 0.923
3 AT SRR 0.931 0.951
B — ok 0.991 0.959
ToB5 A g 0.951 0.940
S 43 0.985 0.909
4 0 He RS E. . 0.958 0.296
i 2T %5 R 1.000 0.946
i)y oRll] .
AR 0.937 0.887
AL IROR 0.978 0.952
H R — s 0.996 0.973

H R MR BB s : https://github. com/compass—ctf-team/prompt _injection research
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SR SRR WIA F RIS Z 18] B0 FIRE R ESms i = . JFAFE R ZER (K <
0.05). HZ[R]— NLH (AN [RBIAE e ms SR B 1 B9 W S (R 45 2R A o

Forb, AHEATAT AR5 50 SR (O L DA I LR T BRI B A Rt A R S A
I, AR & R ANR RSO R IS REN, I RN R M . ST B 1255
B, BTN AA S AR, fTae s TR =R fEE . R, FEAENRI
TGP AL, BRZEAGOLT, W SO A5 7T LA 2R B30T

S Dy AL PR BB S R B T REMRCR . AR DA REE 2 R w] L,
HR I 22T HAMEN . JLIE A T B2 S Il b, MRS T sl F 1 5, 3
BULHE R G R SRR RIEA P RNBCEE I S B E, FESRRNEART

B B B B0 A SRS Hh R B T B BB R o I = IRAN RIS R AR
BB I 2 B 00 T UR IR REIEANRGE, IR B Ak . (BRI A
AR BB RARAT BTN o AE 7RSS RSO, B 3 A 96 1Y) B 45 SR SR i
K HAR MRS

RN BTN AR 2 IR, RVE TR BN AN S AT, 5 BN A A
I TAIE 0, (EE TR EEA M RCR 2 R K. LA T, KA T B
AU 1 15 0 SRS A 7 AT M B3 T AR P M TN o BRI, S M R s TN 3 2 T
JS7FH T I SO R, AR Al A i A T 2. e AR H 12 A% A A HL Y
ORI P SO R ) ok VR A DA E R 2 N (PR R S5 AP S

FESRYS T FA T X BUANIR] (0 B A SHEms m] AAH TS S s F 3t AN (=] 7 A0 S Fr) 20 45 B
YRR RARE— D ISR 7 B AT R RIS, e =R R AR AR R A g, L ROt
ARPPAERRINZE 5 AEARR AR, 223l PR B AN RS BT 00 4 Bl v RE A8 SE 4 st
AR HZEE, AR P K2 R 2T T

5. &

ASCFEZNG T AR 5T n] BEAF R IR A TE N B S L B AR SRS o 1 54
RULESRN AT g 2 N ESRTEANTB T SO 7B 22 R — R 2. Dk, 34T
FE =R WK KT 5N 75 et 17\ AS TR (R S A SRt B S e s i 3 se
B ZBESAMESER S 2B, PSR BER SRk S Mg . Bl
ARSI BT EISIE 1 IX SR SRS 1A R, ISR T 2 AN (] 5 18 SRS R S A e 5 48
AR A AL S0 A T, AN [R] B89 L 2 T8 AR Sxe ) 456 ) 7 0 S s 2 [ 50 I S 22 5
BRI [R]— L BRI AN R 7 A S s AR B 1 B W R 45 R0 o H 3 — BUE A6 AL Ty B 48
SR RIS T Bl WU B A R, (B A RER IS (A ) B BT RO Bl A SRS o RIS
WA B ASLI 3 B 1 RIS T I 5 ORI A, HAR Rl AR M K T2 v I k. AR SR
BTSRRI NI A S5 R B 5 ROk St 5 1 R SR T P A AR IR R AR B T
B fE itz —
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