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Abstract: LBlock is a lightweight block cipher with Feistel-SP structure proposed by Wu and Zhang in Applied Cryptography
and Network Security 2011, and a modified version LBlock-s is used later in the design of the lightweight authenticated
encryption cipher LAC, one of the CAESAR candidates. The best known integral attack on LBlock is presented by Zhang and
Wu which can attack 23-round LBlock based on a 16-round integral distinguisher found with division property. In Selected Areas
in Cryptography 2018, Eskandari et al. further presented a 17-round integral distinguisher of LBlock with bit-based division
property using SAT solver. Using their method, the authors further find some new 17-round integral distinguishers of LBlock and
use one of them to present a 24-round integral attack on LBlock. Similarly, they also find some 17-round integral distinguishers
of LBlock-s and select one to present a 24-round integral attack on LBlock-s. In this way, they have improved known single-key

attacks on LBlock and LBlock-s by one round.

Nomenclature

M 64-bit plaintext

C 64-bit ciphertext

K 80-bit master key

K 32-bit sub-key of the ith round, 0 < i < 31

K1) lth nibble of K, 0<i<3l, where K'[0] is the
rightmost nibble

X! input to the ith round or the output from the (i — 1)th
round

X'{j} jth bit of X', 0 < j < 63, where X'{0} is the rightmost
bit

Xi left half part of X'

Xﬂ[l] Ith nibble of Xﬂ, 0 <[1<7,where XL[O] is the rightmost
nibble

Xi[O{j} jthbitof Xi[/],0< /<3

Xk right half part of X’

Xk[1] Ith nibble of X%, 0 <1 <7
X&[{j} jthbitof X5[[,0<j<3

Y| Z concatenation of Y and Z
Y <5 leftrotation of Y by s bits
[i], binary form of an integer i

1 Introduction

Recently, lightweight ciphers have attracted more and more
attention and have been widely used in many resource-constraint
environments such as radio-frequency identification tags, sensor
network, and so on. LBlock [1] is a lightweight block cipher
proposed by Wu and Zhang at Applied Cryptography and Network
Security (ACNS) 2011. It adopts a variant of 32-round Feistel-SP
structure with a 64-bit block and an 80-bit key. Many research
studies have been done on LBlock for its simple structure and fine
performance, and the best known single key attacks except for
biclique attack on LBlock can reach 23 rounds [2—4]. In 2012, to
improve the security of LBlock against biclique and related-key
attacks, Wang et al. [5] proposed a new key schedule algorithm
with better diffusion. A variant of the new algorithm, LBlock-s,
was later used in the CAESAR-authenticated encryption candidate
LAC [6].

The integral attack is an important cryptanalytic technique for
symmetric-key primitives, which was firstly proposed by Daemen
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et al. [7] to evaluate the security of square cipher, and was later
unified as an integral attack by Knudsen and Wagner [8]. An
integral attack usually contains two crucial parts. First, to construct
an integral distinguisher and the most widely used integral property
is the balanced property. Then, to use the integral distinguisher to
discard wrong sub-keys, and partial--sum [9] and meet-in-the-
middle [10] techniques are widely used in the key recovery process
of the integral attack to reduce the time complexity. In
EUROCRYPT 2015, Todo [11] proposed the concept of division
property to carefully characterise the propagation rule of integral
property and used it to find new integral distinguishers of MISTY 1
[12], SIMON [13], and Simeck. Later, MILP and SAT solvers were
also used to find integral distinguishers based on division property
[14-16].

For integral attacks on LBlock, Wu and Zhang [1] first
presented an 18-round attack with a 15-round integral
distinguisher, then Sasaki and Wang [17] presented an improved
22-round integral attack using meet-in-the-middle and partial-sum
techniques. In INDOCRYPT 2015, Zhang and Wu [18] found a
new 16-round integral distinguisher of LBlock based on division
property and used it to present a 23-round integral attack on
LBlock. Later in SAC 2018, Eskandari et al. [19] further found a
new 17-round integral distinguisher of LBlock with bit-based
division property using SAT solver.

Based on the method proposed by Eskandari et al., we further
find some new 17-round integral distinguishers of LBlock and
LBlock-s. Using the meet-in-the-middle technique and the relation
between sub-keys, we select two 17-round integral distinguishers
of LBlock and LBlock-s, respectively, with the least number of
guessed sub-key bits, and utilise them to present 24-round integral
attacks on LBlock and LBlock-s.

The remainder of this paper is organised as follows. Section 2
presents brief descriptions of LBlock and LBlock-s and shows
some relations among their sub-key bits. Section 3 presents the 17-
round integral distinguishers of LBlock and LBlock-s. Section 4
presents the improved 24-round integral attack on LBlock, and a
detailed description of the key recovery procedure is given in the
Appendix. Section 5 presents the 24-round integral attack on
LBlock-s. Finally, we conclude this paper in Section 6.
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Fig. 1 Round function of LBlock

1: Set (X?2]|X%) = M, where M is a 64-bit plaintext;
2: for0 <i<31do ) )
3 Xl =P(S(X] @ K')) @ (Xj <<< 8);
4 X=X}
5: end for

6: Set C = (X732, X32) as the ciphertext.

Fig. 2 Algorithm 1: specification of LBlock

Table 1 S-boxes of LBlock

S-box 0,1,2,3,4,56,7,8,9,10, 11,12, 13, 14, 15
So 14,9, 15,0, 13,4,10,11,1,2,8,3,7,6,12,5
S 4,11,14,9,15,13,0,10,7,12,5,6,2,8,1,3
S, 1,14,7,12,15,13,0,6,11,5,9,3,2,4, 8,10
Ss 7,6,8,11,0,15,3,14,9,10,12,13,5,2,4,1
M 14,5,15,0,7,2,12,13,1,8,4,9,11,10,6, 3
Ss 2,13,11,12,15,14,0,9,7,10,6,3,1,8,4,5
Ss 11,9,4,14,0,15,10,13,6,12,5,7,3,8,1,2
S; 13,10,15,0,14,4,9,11,2,1,8,3,7,5,12,6
Ss 8,7,14,5,15,13,0,6,11,12,9,10,2,4,1,3
So 11,5,15,0,7,2,9,13,4,8,1,12,14,10,3,6

Table 2 Relation between adjacent sub-key bits of LBlock

t Relation between K’ and K'*’
1 K'01{2,1,0}, #'{47} =5 K'*'[7]
K'*'[7] =251 K'[01{2, 1,0}
2 K'T21{1,0} = K'[71{3,2}, K'**[11{3,2} = K'[7]{1,0}

K'[11{1,0} = K'[6]{3,2}, K'*?[0]{3} = K'[6]{1}
K'*7[01{2} = K'[61{0}, K'**[0]{1,0} = K'[51{3.2}
3 K'[7] =251 K'[6]{0}, K'[51{3,2, 1}
K'[6] =51 K'[51{0}, K'[4]{3,2,1}
K'*[5){3) = K'[41{0}, K'*’[5]{2.1,0} = K'[3]{3,2.1}
K'+3[41{3} = K'[3]1{0}, K'*3[4]{2, 1,0} = K'[2]{3,2, 1}
K'*[31{3} = K'T21{0}, K'*°[3]{2, 1,0} = K'[11{3,2,1}
K'121(3} = K'T11{0}, K" *’[21{2) = K'[0]{3}
5 K'*[41{0} = K'71{3}, K'*[31{3.2.1} = K'[7]{2. 1,0}
K'"[3]{0} = K'[6]{3}, K'*°[2]{3.2} = K'[6]{2. 1}

2 Preliminaries
2.1 Notations

Throughout this paper, we use the notations listed in Nomenclature
section.
2.2 Specification of LBlock

LBlock is a lightweight block cipher proposed by Wu and Zhang in
ACNS 2011 which adopts a variant of Feistel-SP structure with 32
rounds. The block size is 64-bit and the key size is 80-bit. The
round function of LBlock is shown in Fig. 1.
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2.2.1 Encryption algorithm of LBlock: Let (X || X&) be the input

to the ith round of LBlock, and K’ be the sub-key used in the ith
round, 0 < i <31, and let (X{ || XR) = M be the 64-bit plaintext.
The detailed encryption procedure of LBlock is shown in
Algorithm 1 (see Fig. 2), where S is the S-box layer consisting of
eight different 4-bit S-boxes in parallel, and P is a permutation
among eight 4-bit nibbles as shown in Fig. 1.

The contents of eight S-boxes S, S|, ...,S; used in the round
function and the two S-boxes S; and S, used in the key schedule are
presented in Table 1.

2.2.2 Key schedule algorithm of LBlock: The 80-bit master key
K is stored in a key register and denoted as K = ko, kys, ..., ko.
Output the leftmost 32 bits of register K as sub-key K°. For
i=1,2,...,31, update the key register K as follows:

() K << 29
[k79k78k77k76] = S‘)[k79k78k77k76]

(i) [Kosknaknskna] = Sslkyskyakysknn]

[k50k49k48k47k46] = [k50k49k48k47k46] D [i]z
(iii) Output the leftmost 32 bits of the current content of register K
as round sub-key K'.

Denote by #' = H'{79}, %'{78},..., %'{0} the 80-bit internal
state of the key schedule function at the ith round, 0 < i < 31, then
the ith round sub-key is

K'=K'7,6,5,4,3,2,1,0] = Z'{79}, F'(78}, ..., H'{48}

2.2.3 Relation between sub-keys of LBlock: Since the
generation of sub-keys of LBlock is based on the rotation of the
80-bit key register where only 13 bits or four nibbles are updated
irregularly in each round, we can still find some simple relations
between adjacent sub-key bits. Some of them are listed in Table 2,
where = means the latter variable can be derived from the former
by XORing some constants, and =g, =¢-! mean the latter variable
can be derived from the former by the S-box transformation or its
inverse besides XORing some constants.

2.3 Specification of LBlock-s

LBlock-s is a lightweight block cipher with a similar structure as
LBlock, which is used in the lightweight authenticated encryption
candidate LAC. It adopts a new key schedule with better diffusion
as shown in [5, 6]. All S-boxes used in the round function and the
key schedule of LBlock-s are the same as S, presented in Table 1.
The detailed key schedule of LBlock-s is as follows:

2.3.1 Key schedule algorithm of LBlock-s: The 80-bit master
key K is stored in a key register and denoted as K = ky, ks, ..., k.
Output the leftmost 32 bits of current content of register K as sub-
key K°, then for i=1,2,...,31, update the key register K as
follows:

(1)K 24

[k55k54k53k52] = S[k79k78k77k76] @ [k55k54k53k52]

[k31k30k29k28] = S[k75k74k73k72] @ [k31k30k29k28]
(11) [k67k66k65k64] = [k7lk70k69k68] @ [k67k66k65k64]

[k51k50k49k48] = [kllkl()kaS] @ [k51k50k49k48]

[k54k53k52k51k50] = [k54k53k52k51k50] @ [1]2

(iii) Output the leftmost 32 bits of the current content of register K
as round sub-key K'.

2.3.2 Relation between sub-keys of LBlock-s: Although the
update of the key register of LBlock-s is related to more bits than
that of LBlock, only 16 bits or four nibbles are changed in each
round. Hence we can still find some simple relations between
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Table 3 Relation between adjacent sub-key bits of LBlock-s

t Relation between K’ and K'*'
1 Ki+l[7] — Ki[l], Ki+l[6] — Kz[o]
3 Ki+3[5] — Ki[7], Ki+3[5] @ Ki+3[4] — Kl[ﬁ]

K'[2] = K'[4]
K1+4[5] 1) Ki+4[4] — Ki[O]

K131 = K'[5],
4 K'™[51 = K11,

Table 4 Reduced division trails of S,
Reduced division trails of S,

(0,0,0,0) — {(0,0,0,0)}

(0,0,0,1) - {(0,0,0,1),(0,0,1,0),(0,1,0,0),(1,0,0,0)
(0,0,1,0) - {(0,0,0,1),(0,0,1,0),(0,1,0,0),(1,0,0,0)
0,1,0,0) - {(0,0,0,1),(0,0,1,0),(0,1,0,0),(1,0,0,0)
(1,0,0,0) = {(0,0,0,1),(0,0,1,0),(0,1,0,0),(1,0,0,0)
0,0,1,1) = {(0,0,1,1),(0,1,0,1),(1,0,0,0) }
0,1,0,1) = {(0,0,1,0),(0,1,0,0),(1,0,0,0)}
0,1,1,0) — {(0,0,1,0),(0,1,0,0)}

(1,0,0,1) - {(0,0,1,1),(0,1,0,0),(1,0,0,0)}
(1,0,1,0) - {(0,0,1,1),(0,1,0,0),(1,0,0,0)}
(1,1,0,0) - {(0,0,0,1),(0,1,0,0),(1,0,0,0)}
©,1,1,1) - {(0,1,1,1),(1,1,0,0)}

(1,0,1,1) - {(0,1,0,1),(1,0,1, 1)}

(1,1,0,1) - {(0,0,1,1),(0,1,0,0),(1,0,0,0)}
(1,1,1,0) - {(0,1,0,0),(1,0,1,0)}

(1,1,1,1) - {(1,1,1, 1)}

= = =

Table 5 Integral distinguishers of 17-round LBlock

Constant-bit Balanced-bit Corresponding nibble
{34} {2, 3, 30, 31} XK[01(7]
{35} {2, 3, 30, 31} XKI01[7]
{36} {5,7,10, 11} XKI112]
{38} {5, 7,10, 11} XK11[2]
{41} {5,7,10, 11} XKI[1112]
{43} {5,7,10, 11} XK[11[2]
{46} {12, 14,17, 19} XR[31[4]
{47} {12, 14,17, 19} XXI3114]
{48} {12, 14, 17,19} XR 31141
{51} {12, 14,17, 19} XK [31[4]
{54} {22, 23, 24, 27} XKI5106]
{55} {22, 23, 24, 27} XK [51(6]
{58} {22, 23, 24, 27} XK [5106]
{59} {22, 23, 24, 27} XK 5106
{61} {2, 3, 30, 31} XK 0107
{63} {2, 3, 30,31} XR[01(7]

adjacent sub-key bits of LBlock-s, some of them are listed in
Table 3.

Some of the relations between sub-keys of LBlock or LBlock-s
have also been found and used in known attacks on them [1-4, 17,
18, 20, 21]. Next, we will further use the relation to present
improved integral attacks on them with new integral distinguishers.

3 Finding of new integral distinguishers of
LBlock and LBlock-s
In 2015, Zhang and Wu found a new 16-round integral

distinguisher of LBlock based on division property, where the state
XR is balanced when all but one bit of the plaintexts are active.
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With this integral distinguisher, they presented a 23-round integral
attack on LBlock using the rightmost balanced nibble X[0].

In 2018, Eskandari et al. proposed to use choice vectors to
characterise the propagation of division property and presented a
new method to efficiently find integral distinguishers of block
ciphers with SAT solver. As a result, they found that there exists a
17-round integral distinguisher of LBlock with
{34} >, {2,3,30,31}, where only the 34th bit of the chosen
plaintexts is constant, and the balanced bits appear in the leftmost
two bits of X [0] and X§[7].

Using the method proposed by Eskandari et al, all valid

copy
transitions of choice vectors of copy operation (a,b) — (a,a) can
be given by (0,0) — {(0,0)}, (1,0) — {(1,0),(0,1)}, all valid

Xor
transitions of choice vectors of xor operation (a,b) — (a,a @ b)

can be given by (0,0) - {(0,0)}, (0,1) = {(0,1)},
1,1 - {(1,1)}, (1,0) = {(1,0),(0,1)}, and all valid transitions
of choice vectors of an S-box can be determined by the algebraic
normal form (ANF). For example, let (x3,x,, x;, %) be the 4-bit
input of S, and (y3, y», y1, ) be the corresponding output. Then the
ANF of S, is shown as follows:

vy =14+ xx0 + 00X + X3 + X3 + X0

Y, = 14+ X5+ XX + %X + X3 + X%

+X30 + X30X) + X30X
V=14 X4 x4+ X%+ x0x + X3
Vo = Xo+ X1+ X+ X5+ XX,
From above we know that monomial x, appears in y,, y,, and y,, so
there exist valid division trails

(0,0,0,1) - {(0,0,0,1),(0,0,1,0),(0,1,0,0)}. Since x, also
appears in some monomials of y, and multiples of y;, there also

exist division trails
0,0,0,1) = {(1,0,0,0),(0,0,1,1),(0,1,0, 1), . . ., (1, 1,1, D}
Thus the reduced division trails

(0,0,0,1) - {(0,0,0,1),(0,0,1,0),(0,1,0,0),(1,0,0,0)}.
Similarly, all division trails of S, can be obtained, and the reduced
division trails are shown in Table 4.

All the above transitions of different operations can be
transformed into certain conjunctive normal forms. In this way, the
search for integral distinguishers of LBlock can be transformed
into the corresponding SAT problem and solved by SAT solver.

When only one bit of the plaintexts is constant, all the 17-round
integral distinguishers of LBlock found are given in Table 5.
Similarly, when only the same S-box S, is used, all the 17-round
integral distinguishers of LBlock-s found are given in Table 6.

4 Integral attack on 24-round LBlock

Using the 17-round integral distinguishers as shown in Table 5, we
will present an improved 24-round integral attack on LBlock in this
section. From Table 5 we know that there exist balanced bits in any
nibbles. Take the third row of Table 5 for example, when
X"{10,11}, ie. X{[2]{3,2} are balanced, the key recovery
procedure of the 24-round integral attack on LBlock is given in
Fig. 3.

Similar to [17, 18], we can use the meet-in-the-middle
technique to reduce the time complexity of key recovery
procedure. Denote Z"[4] = SX"[5] @ K"[5)), since
XK[21 = Z"[4] ® X{*[4]. To check whether Xg[2]{3,2} are
balanced, we need only to check whether
Z"[4143,2} = X{*[41{3,2}. All the involved internal state nibbles
and guessed sub-keys in the key recovery phase are shown in
Fig. 3, where the internal nibbles in red square brackets are used to
calculate Z'"[4] and the internal nibbles in green round brackets are
used to calculate X;°[4].
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Table 6 Integral distinguishers of 17-round LBlock-s

Constant-bit Balanced-bit Corresponding nibble
) {2,3,30, 31} X{[01(7]
{35} {2, 3,30, 31} XK [0][7]
{38} {6,7,10, 11} XK[11[2]
{39} {6,7,10, 11} XXI1112]
{42} {6,7,10, 11} XKTI112]
{43} {6,7,10, 11} XYI112]
(46} {14, 15, 18, 19} XR[31[4]
{47 {14, 15, 18, 19} XR[31(4]
{50 {14, 15, 18, 19} XK [3114]
{51} {14, 15, 18, 19} XK [31[4]
(54) {22, 23, 26, 27} XR[51[6]
{55} (22, 23, 26, 27} XyI5106]
(58} (22, 23, 26, 27} XR[5[6]
{59} {22, 23, 26, 27} XR[51(6]
{62} {2, 3, 30, 31} XYI01[7]
(63} {2, 3, 30, 31} XR[0][7]
According to Fig. 3, the main time complexity of the key- (mm) (77222 B,B,%)
recovery procedure is determined by the computation of Z'[4], &) — =
where 80-bit sub-keys and 60-bit ciphertexts are related. Using the X AU IPNL|
relation between sub-key bits as shown in Table 2 of Section 2.2, v by
the number of sub-key bits to be guessed can be reduced from 80 to ) x2[5)
55, and detailed relations used here are as follows: = Ll 7l
S P
K?[7] =51 K[0]{2,1,0) .
X7[17](4) K[ (4) [ i
K”[01{2,1,0}, #{47} =5 K[7] & o LI
23 _ p2l 20 2 [1,7)(
K*[11{3,2) = K*'[7]{1,0) o o I e
P o [13](6)
K¥[01(1,0) = K*[51(3,2) v R
X31[0,2,3](4.6)
K”[5{2, 1,0} || K”[4]{3) = K™[3] o 509
D SR
K¥[41(2,1,0} || K*[31{3} = K"[2] i
X2[0,2,3,4,5,6,7) X2[0,1,3,5,7]
22 ” o (0,1,2,4,6) K%[0,2,3,6,7)(1,2,4) (1 "‘6)
K”[3]{2,1,0} || K”[21{3} = K"[1] iy 53 5 s
K23[3] {0} = K18[6] {3} X2[0,1,2,3,4,5,6,7] Xﬁ?bz.isé:‘iiésﬂl
(0.12,3,4,5,6) KP[0,1,3,4,5,6,7)(0.1.2.4,5) <=8 o 28641
K22[7] ¢ K18[6]{O} van a4 (0.13,4,6)
K2[21{1,0} || K*[11{3,2} = K"[6]{0} || K"[51{3,2,1} X[0.0.24567] X[0.1,23,4,567]
(0,1,3,4,6) (0,1,2,3,4,5,6)

Similarly, when balanced bits appear in other nibbles, the number
of sub-key bits to be guessed can also be determined. All the
results are given in Table 7, where key space for Z''[j] means the
number of sub-key bits to be guessed in calculation of Z'"[j], and
the sum keys mean the total number of sub-key bits to be guessed
in the key recovery procedure.

From Table 7 we know that when the balanced bits appear in
XK[2], a fewer number of sub-key bits need to be guessed in the
key recovery process. Combined with Table 5, we can select the
17-round integral distinguisher {%} -7 {5,7,10,11}, where only
the 36th bit of each chosen plaintext is constant, and the balanced
bits appear in the rightmost two bits of X [2].

Such integral distinguisher can also be written as

?B(3.2)B(3.1}?}
refers to the active nibble, C|,, means the rightmost bit of the
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Fig. 3 Key recovery of the 24-round integral attack on LBlock

Table 7 Number of guessed keys for LBlock distinguishers

Balanced-bit Corresponding Key space The sum
position nibble for Z""[j] keys
X%[0] z"12] 62 75
Xg[1] Z""[3] 62 74
XK[2] 7141 55 69
X¥[3] Z""[5] 60 74
X¢[4] Z""6] 63 75
XR[5] Z"1 60 70
X%[6] z"[0] 65 76
X{[7] Z'" 67 72
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Table 8 Summary of computation of @ Z''[4] in 24-round integral attack of LBlock

Guessed key bits Texts values in the set Data space complexity
— 0 XR'0,1,2,3,4,5,6,7] || X{*[0,1,2,4,5,6,7] 2% 20
K>[6] 4 X30,1,2,3,4,5,7] || X£'10,1,2,4,5,6] || XX[5] 2% 26
K®[4] 8 X30,1,2,3,5,7] || X£'0,1,2,4,5] || X¥[4,5] 2% 2%
KZ[0] 12 XR'[1,2,3,5,7] || X{'[0, 1,4, 5] || X&[0,4, 5] 2 2%
K>[0] 16 XR11,3,5,71 || X£'[0,1,4,5] || XR[4,5] || XK'[0] 2% 2%
K¥[7] 17 XR'[1,3,5,71 || X£'10,1,4] || X&'[3,4,5] || X&[0] 2% 2°!
K2[1] 21 XR'[1,3,5,71 || X£'[1,4] || X&'[3,4,5,6] || X&[0] 2% 2%
K7[3] 25 XR'3,5.71 | X£'11,41 || XR'[4,5, 6] || XR10,7] 2% 2%
K 27 XR13.5,.71 || X£'TL,41 || XR[4.6] || XK10] || XR'3] 2% 27
K™[6] 31 XRT3,51 || XP'T1,4] || XR14] || XR0,51 || XR'13] 2% 27
KM[5] 33 XR'[3,51 | XE'11, 41 || X&10] || XR'[2,3] 2% 2%
K¥[3] 37 XR'[3,51 | XE'141 1| XR171 || XR10] || X§'12,3] 2% 2%
K”[5] 41 XR'13,51 1| XR'12.71 || XR10] || XR'[2,3] 2" 22
k™71 45 XK XR12] | XK10,3] || XR'12,3] 2 2"
K*[2] 45 XR'131 1| XR121 1| XRI01 | XR'131 | X&'1] 2% 2%
K*[2] 49 X121 1| XR10. 11 1| XR[3] I XR'[1] 2 2%
K*13] 49 XR12] | XK'101 1| X'[1,7] 2 2%
K*[0] 50 XR101 1| X'[1.7] 22 2%
K"[1] 50 X7 1| XR16] 2 2”
K'[6] 52 XR[5] 2t 2%
K''I5] 55 Z'"14] 2! 2%

nibble is constant and other bits are active, Bj;,, means the third
and the second bits of the nibble are balanced.

4.1 Key recovery

We can present a 24-round integral attack on LBlock by appending
seven rounds to the above 17-round integral distinguisher as shown
in Fig. 3. The main key recovery phase is as follows:

(i) Choose 2% plaintexts that are constant at the 36th bit and active
at the remaining bits.

(ii) Compute @ Z'"[4] by guessing the 55-bit key.

(iii) Compute @ X{°[4] by guessing the 47-bit key independently.
(iv) Find matches between the two results, and get the
corresponding 69-bit key as key candidates. By judging whether
@ Z"[41{3,2} = ® X{*[4]1{3,2}, we could obtain 2V key
candidates.

(v) For 2% key candidates, we exhaustively search the remaining
11-bit key to recover the master key.

A detailed computation procedure and sub-key relation is given in
the Appendix. A summary of computation of @ Z'"[4] in step 2 is
given in Table 8, where 60-bit ciphertexts are related and totally
55-bit sub-keys are guessed. More specifically, the time complexity
for each step is estimated as the product of the previous data size
and the total number of guessed bits. Thus the total complexity to
compute @ Z'"[4] is almost

@x2%+2" +3x2°+5%x2% +2x27 427

66 62 60 59 1 1 73.46 1 1 65.87
+27 42742742 )xgxﬁ_z xgxﬁ_z

24-round encryptions of LBlock. The procedure to compute
@ X;°[4] is similar, where only 48-bit sub-keys should be guessed
and the time complexity is almost 2°"* 24-round encryptions.

From the above analysis, we know that the time complexity of

the key recovery procedure is determined by exhaustively
searching in step 5. Thus the time complexity of the attack is
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almost 2” x 2" =27 24-round encryptions, where 2 chosen
plaintexts are used, and 2% x 15 x 4 x 27* = 2% bytes of memory is
needed to save 15 nibbles of ciphertexts involved in the
computation of Xg/[2].

5 Integral attack on 24-round LBlock-s

Similar to above, using the 17-round integral distinguishers shown
in Table 6 of Section 3, we can present an integral attack on 24-
round LBlock-s as follows.

Take the first row of Table 5 for example, when X''{2,3}, i.e.
XK[0]{3,2} are balanced, the key recovery procedure of the 24-
round integral attack on LBlock-s is given in Fig. 4. Denote
Z"[2] = S(X"[0] ® K"[0]), since Xg[0] =Z"[2]® X{'[2]. We
need only to check whether @ Z'"[2]{3,2} = @ X{*[2]{3,2}. All
the involved internal state nibbles and guessed sub-keys in the key
recovery phase are shown in Fig. 4, where the internal nibbles in
red square brackets are used to calculate Z'[2] and the internal
nibbles in green round brackets are used to calculate X;*[2].

According to Fig. 4, the main time complexity of the key-
recovery procedure is determined by the computation of Z'[2],
where 80-bit sub-keys and 60-bit ciphertexts are related. Using the
relation between sub-key bits as shown in Table 3 of Section 2.3,
the number of sub-key bits to be guessed can be reduced from 80 to
56. In the following, we list utilised relations in detail

K”[0] = K”[6], K"'[0] = K™[6]
K01 = K"[6], K™[5] = K™[3]
K"[0] = K”[5] @ K”[4], K"[0] = K”[5] @ K”’[4]
When balanced bits appear in other nibbles, the number of sub-key
bits to be guessed can also be determined by the same method. All
the results are given in Table 9. In this case, we choose the

balanced bits appearing in X§[0], where a fewer number of sub-

key bits needed to be guessed in the key recovery process.
Combined with Table 6, we select the best 17-round integral
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(220272)

x2[ole)

x2[02](5)

X2°[0,2,5](4,6

X30,2,4,5,6]
(14,7)

X2[0,1,2,4,5,6,7)
(0,2,3,4,6)

X2[0,1,2,3,4,5,6,7] K2[0,,2,3,4,5]
(0,1,2:3,4,6,7 (0,1,4,5,7)
B

X7'[0,1,2,3,4,6,7]
(0,2,4,5.6)

Fig. 4 Key recovery of the 24-round integral attack on LBlock-s

(Bony 222228y,

X3'[0.1,2,4,5,6,7

2 [10‘2.3.»\‘6) I
T0,1,2,3,4,6,7]
(0,2,4,5,6)

X3'[0,1,2,3,4,5,6,7]
(0.1,3,4,5,6,7)

Table 9 Number of guessed sub-key bits for different distinguishers of LBlock-s

Balanced-bit position

Corresponding nibble

Key space for Z'"[j] The sum keys

Xg'[0] z"12]
X1 Z"13]
XK[2] 714
XR'[3] z""5)
Xg'[4] z"6]
XR'[5] Z"7]
Xy'[6] Z"10]
Xg[7] A

56 68
60 76
60 64
64 76
60 68
64 72
60 72
72 80

distinguisher {34} —; {2,3,30,31}, where only the 34th bit of
each chosen plaintext is constant, and the balanced bits appear in
the leftmost two bits of X [0].

Such an integral distinguisher can also be written as

7B}

(3.2)

where A refers to the active nibble, C(,; means the second bit of the
nibble is constant and other bits are active, By; ;) means the leftmost
two bits of the nibble are balanced.

5.1 Key recovery

We can present a 24-round integral attack on LBlock-s by
appending seven rounds to the above 17-round integral
distinguisher as shown in Fig. 4. The main key recovery phase is as
follows:

(i) Choose 2% plaintexts that are constant at the 34th bit and active
at the remaining bits.

(ii) Compute @ Z""[2] by guessing the 56-bit key.

(iii) Compute @ X;[2] by guessing the 40-bit key independently.
(iv) Find matches between two results, then get the corresponding
68-bit key as key candidates. By judging whether @ Z'"[2]{3,2}
equal to @ X;’[2]{3.2}, respectively, we could obtain 2* key
candidates.

(v) For 2% key candidates, we exhaustively search the remaining
12-bit key to recover the master key.
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A summary of computation of @ X{*[2] in step 2 is given in
Table 10, where 60-bit ciphertexts are related and totally 56-bit
sub-keys are guessed, the total time complexity to compute
@ X;'[2] is almost

(7><264+6><272+5x2°8+2x2"’°)><%x%
74.66 1 1 67.08
~2 xgxﬁ_z

24-round encryptions of LBlock-s.

From the above analysis, we know that the time complexity of
the key recovery procedure is also determined by exhaustively
searching in step 5. Thus the time complexity of the attack is
almost 2% x 2% =2" 24-round encryptions, where 2% chosen
plaintexts are used, and 2% x 15 x 4 x 27 = 2°' bytes of memory is
needed to save 15 nibbles of ciphertexts involved in the
computation of X§[0].

6 Conclusion

LBlock and LBlock-s are two lightweight block ciphers with a
similar structure and different key schedules. The best known
single-key attacks on LBlock and LBlock-s can only reach 23
rounds. By carefully analysing the division property of S-boxes, we
find new 17-round integral distinguishers with Eskandari et al.'s
method. Using the meet-in-the-middle technique and the relation
between sub-keys, we select two best 17-round integral
distinguishers and utilise them to present 24-round integral attacks
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Table 10 Summary of computation of @ Z"[2] in 24-round integral attack of LBlock-s

Guessed key Bits Texts values in the set Data space complexity
— 0 X%'10,1,2,3,4,5,6,7] || X£'[0,1,2,3,4,6,7] 2% 2%
K™[3] 4 X30,1,2,4,5,6,7] || X£'[0,2,3,4,6,7] || Xx[7] 2% 2%
KZ[5] 8 XR0,1,2,4,6,7] || X£'10,2,3,6,7] || X&[2,7] 2% 20
KZ[1] 12 XR'0,2,4,6,7] || X{*[2,3,6,7] || X&[2.6,7] 2% 2%
K7[6] 16 X&'10,2,4,6] || X{'[2,3,6,71 || X§[2,7] || XK5] 2% 2%
K¥[0] 20 X#'[0,2,4,6] || X£'13,6,7] || X&'[0,2,7] || X§[5] 2" 2%
K¥[2] 24 X#'[0,2,4,6] || X¢'16,7] || X&'0,1,2,7] || X§[5] 2" 2%
K”[1] 28 X&'[2,4.6] || X¢'16,71 || X&[0,2,71 || X§[5, 6] 2% 2"
KZ[0] 32 XR'14,6] || X£'16,71 | X§12,71 || X§I0,5,6] 2% 2"
K*[0] 32 XR'14,61 || X{'16,71 || XRI71 || XKI5,6] || XR'[0] 2% 2%
K*[6] 36 Xi'[4,6] || X£'16,71 | X151 || X&'[0,5] 2% 2%
K¥[6] 36 Xi'[4,61 || Xt'16] 1| XR'I51 | XK151 Il XR'10,5] 2% 2%
K*[4] 40 XR'14.6] 1| Xg'14,5] || XR15] || XR'10. 5] 2" 2%
K”[5] 44 XR'6] 1| K141 1| X&'12.5] || XR'[0,5] 2 2”
K*14] 48 X141 1| XR12,4,5] || XR'10,5] 2 2”
K*[5] 48 X411 XR12,51 1| XR'[0] || XR'12] 2 2"
K*[5] 52 XR12] || XR'10,2] || XR'12] 2'0 2"
K*[0] 52 X121 1| X'10.2] 2" 2%
K"[0] 52 X121 1| X&[0] 2 2
K'[0] 52 XR[0] 2! 2%
K'"[0] 56 Z"12] 2! 2%

on LBlock and LBlock-s. This is the longest round that can be
attacked by single-key attacks except for biclique attacks.
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9 Appendix: Computation procedure of ®Z17[4]

We need to guess the 55-bit key to compute the value of @ Z'"[4]
according to the key schedule. The procedure is as follows.

(i) Query 2% plaintexts which are constant at one bit and are active
at other bits.

(i) Count whether each 15-nibble value
X1'0,1,2,4,5,6,71 || X&[0,1,2,3,4,5,6,7] appears even or odd
times, and pick the values which appear odd times.
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(ili) Guess four bits of K?[6], and compute Xg[5] with
Xi'[71, X§'[6]. Compress the data into 2% texts of the value of
Xt'0,1,2,4,5,6] || X&10,1,2,3,4,5,7] || XR[5].

(iv) Guess four bits of K7 [4], and compute Xg[4] with
X{'[6], Xk'[4]. Compress the data into 2% texts of the value of
X1'10,1,2,4,5] || X&10,1,2,3,5,7] || Xg[4, 5].

(v) Guess four bits of K7[0], and compute Xg[0] with
Xi'[2], XK[0]. Compress the data into 2* texts of the value of
Xi'0,1,4,5] || X&[1,2,3,5,7] || XR[O, 4, 5] appearing odd times.
(vi) Guess four bits of K¥”[0], and compute Xx[0] with
X[2], X&[0]. Compress the data into 2** texts of the value of
Xi'0,1,4,5] || X&[1,3,5,7] || X&[4,5] || XX[0] appearing odd
times.

(vii) Owing to the key schedule, K*[7] is determined by rightmost
three bits in K*°[0]. Then we only need to guess the rightmost one
bit in K*[7]. Compute X [3] with X;'[5], X§[7]. Compress the data
into 2" texts of the value of
X{'[0, 1,41 || X§11.3,5,71 || XR[3.4.5] || XR[0].

(viii) Guess four bits of K>[1], and compute Xg[6] with
X{'[0], XR[1]. Compress the data into 2* texts of the value of
XCT1,4] || XR11,3,5,7] || XR[3,4,5,6] || XR[O].

(ix) Guess four bits of K”[3], and compute Xg[7] with
X{[1], XR[3]. Compress the data into 2% texts of the value of
XU[1,4] || XR[3.5.7] || Xg[4.5.6] || XR[0,7].

(x) Owing to the key schedule, K*'[7] is determined by leftmost
two bits in K~'[1]. Then we only need to guess the leftmost two bit
in K*'[7]. Compute Xg[3] with X{°[5], Xg[7]. Compress the data
into 2’ texts of the value of X{'[1,4] || X&[3,5,7] || X&[4,6]
| XX[0] || XX[3] appearing odd times.

(xi) Guess four bits of K¥”[6], and compute Xg[5] with
X{[7], XR[6]. Compress the data into 2% texts of the value of
XR11,4] || XR[3.51 | XR[4] | XR10,5] || XR[3].

(xii) Owing to the key schedule, K*'[5] is determined by rightmost
two bits in K[0]. Then we only need to guess the rightmost two
bits in K*'[5]. Compute X{[2] with X{’[4], XK[5]. Compress the
data into 2% texts of the value of
XR[1,4] || XR'13,5] || XR10] || XR[2,3].
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(xiii) Guess four bits of K”[3], and compute Xg[7] with
Xi'[1], XX [3]. Compress the data into 2% texts of the value of
XR[4] || XR13.51 | XR[71 || XR[0] || XR[2.3].

(xiv) Guess four bits of K™[5], and compute Xg[2] with
X{'[4], XX[5]. Compress the data into 2% texts of the value of
XR[3.51 | XR12.71 || XR[O0] || XR[2.3].

(xv) Guess four bits of K*[7], and compute Xg[3] with
X{'[5], XX[7]. Compress the data into 2** texts of the value of
XR31 11 X121 Il XK10,3] || XR[2,3].

(xvi) Owing to the key schedule, K*’[2] is determined by rightmost
three bits in K*[4] and leftmost one bit of K*[3]. Compute Xz[1]
with X7'[3], XR[2]. Compress the data into 2 texts of the value of
X131 11 XR121 1| XRT01 Il XR[31 Il XR'11.

(xvii) Guess four bits of K*[2], and compute Xg[1] with
X{'[3], XX[2]. Compress the data into 2% texts of the value of
XR[2] || XR10. 17 || XR[3] Il XR[1].

(xviil) Owing to the key schedule, K*[3] is determined by
rightmost three bits in K”[5] and leftmost one bit of K> [4].
Compute Xg[7] with X;'[1], Xk [3]. Compress the data into 2'® texts
of the value of Xg[2] || X&[0] || X&I1,7].

(xix) Owing to the key schedule, K*'[0] is determined by leftmost
three bits in K*’[7]. Then we only need to guess the leftmost one bit
in K*'[0]. Compute X% [0] with X{’[2], XX[0]. Compress the data
into 2'° texts of the value of Xg[0] || XR[1,7].

(xx) Owing to the key schedule, K'"°[1] is determined by rightmost
three bits in K**[3] and leftmost one bit of K**[2]. Compute Xg[6]
with X;°[0], XR[1]. Compress the data into 2° texts of the value of
XRU71 1| XR[6].

(xxi) Owing to the key schedule, K'[6] is determined by rightmost
one bit in K”[3] and one bit of K”[2]. Compute Xg[5] with
X{°[7], X§[6]. Compress the data into 2* texts of the value of Xg[5].
(xxii) Owing to the key schedule, K''[5] is determined by rightmost
one bits in K*[2]. Then we only need to guess rightmost three bits
of K"[5]. Compute S(X{’[5]® K"[5]). Eventually, compute the
values appearing odd time and get the sum @ (S(X{/[5] ® K"[5])).
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