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Abstract. In 2007, S.Kiyomoto, T. Tanaka and K. Sakurai presented
the stream cipher K2 at SECRYPT. In this paper, we present two attacks
on simplified versions of K2. We show a differential chosen IV attack with
key recovery on a simplified version with 5 initialization clocks with time
complexity of 281 clocks. For a simplified version with 7 initialization
clocks, we show a distinguishing attack with time complexity of 238
clocks.
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1 Introduction

The stream cipher K2 was proposed by §S.Kiyomoto, T.Tanaka and
K. Sakurai at SECRYPT 2007 [4].

A security evaluation is given in [1] with the conclusion that no weaknesses
were found. Some side-channel attacks are applied on K2 in [3| showing that K2
offers reasonable resistance to side-channel attacks even without countermea-
sures.

In this paper, we present two attacks on simplified versions of K2. We show
a differential chosen IV attack with key recovery on a simplified version with 5
initialization clocks with time complexity of 28! clocks and needed keystream
of 28 words. For a simplified version with 7 initialization clocks, we show a
distinguishing attack with time complexity of 234® clocks and needed keystream
of 232 words. Both attacks have negligible memory requirements.

This paper is organized as follows. We give a description of the cipher K2
and its simplification K29 in Section 2. The differential chosen IV attack with
key recovery on K2% with 5 initialization clocks is presented in Section 3. In
Section 4, we describe the distinguishing attack on K29 with 7 initialization
clocks. Some conclusions are given in Section 5.

2 Description of K2 and K29

S.Kiyomoto, T.Tanaka and K.Sakurai proposed the stream cipher K2 at
SECRYPT 2007 [4]. It consists of two FSRs, a dynamic feedback controller and
a nonlinear function as shown in Fig.[1]
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Fig. 1. keystream generation of K2

The first FSR, called FSR-A, has 5 registers (aq, . . ., ag) each of size one word
(32 bit). The feedback function is

t_ t—1 t—1
ay = qpay — Dag

where the multiplier  is a constant, chosen as the root of an irreducible polyno-
mial of degree four in GF(28)[z]. The second FSR, called FSR-B, has 11 registers
(b10, - .-, bo) each of size one word. The feedback function of FSR-B is selected
by the dynamic feedback controller. This controller has two clock control bits
cl1l and cl2 which are described as

cll, = ab[30] and cl2; = ab[31]
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with a}[30] being the second most significant bit of a} and a}[31] being the most
significant bit (abbr. msb) of a%. Then the feedback function of the FSR-B is

clly— l—clliy—1—1\;¢t—1 t—1 t—1 cl2i_145t—1
bio=(a] oy T @b @byt @ag T by

where the multipliers a1, 3) are constants, each one chosen as the root of a
different irreducible polynomial of degree four in GF(2%)[z]. The nonlinear func-
tion (abbr. NLF) has four words memory (L1, L2, R1, R2) and four times a Sub
function. This Sub function operates on a word and uses the 8-bit AES S-box
and the AES Mix-Column operation [2]. The exact work flow is: divide the word
into four bytes, apply on each byte the 8-bit AES S-box, mix the resulting bytes
using the AES Mix-Column operation yielding a word again. To update the
memory words of the NLF, compute

L1t = Sub(R2t= @ b1 L2t = Sub(L1t1)
R1! = Sub(L2t ' @bl R2t = Sub(R1'71) .

With each clock, the output of the NLF is the keystream of two words (2, zF)
computed as

=0, BL2Y) e L1 @ af
=t BR2YY O RI' @ d .
The symbol ’®’ denotes the bit-wise xor and the symbol 'H’ denotes addition
modulo 232
The K2 cipher uses a four word key K = [Ky, K1, K2, K3] and a four word

IV IV = [IVy, IVy, IV,, IV3]. For the loading step, two intermediate results are
computed using the Sub function

S1 = Sub[(K3 < 8) @ (K3 > 24)] @ 0201000000
S2 = Sub[((Ko® K1 ® Ko ® K3 & S1) < 8)
B((Ko® K1 @ Ko @ K3 & S1) > 24)] @ 0202000000 ,

the constants at the end are given in hexadecimal numbers. Then the FSRs are
loaded

aO:Ko@Sl ngIVi

a1:K3 b4:K0@Sl@SQ

as = Ko by = K1 ® 52

a3:K1 b6:IVv2

a4:K0 b7:IV:9,

bo=Ko® Ko ® S1® 52 bs =Ko @ K1 ®Ky @ K3@ 51
b =K & Ks& 52 b =Ko K151

by =1V bio=Ko® K1 ® Ky ®S1 .

The four memory words of the NLF are initialized with zero. Then, during the
initialization the cipher is clocked 24 times doing
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get the output from the NLF (2, z}),

update the NLF,

update FSR-A with 2/ is xored to the new word of FSR-A,
update FSR-B with 2/ is xored to the new word of FSR-B.

L e

After this initialization, the K2 cipher produces the keystream and the FSRs
are updated without feedback from the NLF.

For the rest of the paper, we consider a simplified version of K2 where all
additions modulo 232 are replaced with xor and denote this version with K29,

In our attacks, we only need to compute equations similar to the equations
computed for the keystream and the update of the FSRs. In each clock of K29,
four such equations are computed (two equations for the keystream and two
equations for the FSRs update). We measure the time complexity for our attacks
in K29 clocks.

3 Differential Chosen IV Attack with Key Recovery

Considering a differential chosen IV scenario, we choose two different IVs IV,
and IV;,. We know the keystream from both pairs (K, IV,) and (K, IV;) with
unknown key K. Both IVs only differ in IV word IV; which takes the longest
until it enters the NLF. The dynamic feedback controller always takes the most
and second most significant bit of as. Thus, we do not want to have a difference
there. Accordingly, we choose the starting difference Ad with most and second
most significant bit equal to zero. Our goal is to recover the whole internal state
right after the loading step which means we get the unknown key K.

From the differences in the keystream and the partially known differences
in the FSRs, we compute the differences in the words of the NLF. We then
need to know how the differences in the NLF words propagate through the Sub
function. Let v ~! and vé_l be two arbitrary words at time t—1 with the following
equations

A= el wh = Sub(el ), wh = Sub(of ),
Awt = w! @ wh = Sub(vt!) @ Sub(v! ") .

We define a new notation

out def.

A Sub(Av'™) E Sub(vi ) @ Sub(v) ) .

During the keystream generation, we have the following equations for the
differences at clock ¢

Azl = Abl, & AL @ AL2 & Aal, AzF = Abl & AR1' & AR2! & Adj

ALLY =A Sub(AR21@ AbL™Y)  ARLE =A Sub(AL2t-1 @ AbL)

AL2E =A Sub(AL1*1) AR2t =A Sub(AR1t1) .

Any fixed input difference (AR2!~1 @ Ab, 1) # 0 results in nearly 22° possible

output differences AL1?, because any input difference in the small 8-bit AES
S-box results in 127 different output differences. If we know or fix the input-output
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difference of Sub at clock t — 1 and ¢ meaning (AR2!~' @ Ab,™1) SU8ALLY, we

can recover on average (2- %? +4- 1%—7)4 = 16.51 sorted pairs of individual values
for Sub. This means that we have 1821 ~ 8 possible values for AL2'. If we
know or fix this difference as well, then we have only one sorted pair of individual

values left which satisfies the sequence (AR2: 1@ A1) 242 AL1t 28 ALot+!,

The same holds for the sequence (AL2"1 @ AbL™) Sub AR 58 AR2HHL,
If we have collected enough individual values for the NLF, we can derive some
words for the FSR-B from the update equations L1* = Sub(R2!~' @ b;~') and
R1! = Sub(L2= @ bi™!) of the NLF. The insertion of the individual values of
the NLF together with some words of FSR-B in the keystream equations yields
some words for FSR-A. At the end, we know enough words of the NLF, FSR-B
and FSR-A to clock backwards and reveal the secrect key.

We reduce the number of initialization clocks of K2 to 5. After these 5
clocks of initialization, the starting difference Ad enters the word R1 of the
NLF. During the keystream computation, there is no more feedback from the
NLF to the FSRs anymore. Therefore, we know all differences of FSR-A as Ad
enters it in clock 4 and then propagates linearly. For FSR-B, the computation
of the differences only depends on the unknown bits of the dynamic feedback
controller which select the multipliers for the FSR-B feedback.

The work flow of K2 has two steps, first displaying the keystream words, then
updating the internal state. Thus, the differences of the keystream words for
clock 0 are

Azt = Ay @ AL @ AL2° @ Aaf
Azt = Av) @ AR1° @ AR2° @ Adf

where the differences in AL1%, AL2°, Aaf, AbJ, AR2° are zero and Aa} = Ad.
Hence, we know AbY, and AR1°. The update equation of FSR-B implies AbY, =

Abjst = Ab) and Ab), = Aby. With AR1°, we know the input-output sequence

(AL27' @ Abgt) 548 R10 and as explained above on average we can recover

16.51 sorted pairs of individual values for Sub resulting in 8 possible values for
R2%.

Clock 1 gives us Az = Abl, = AbZ because all other differences are zero.
For AzF, we can rewrite the keystream equation in the following way

Azl = Abf @ AR1Y @ AR2! © Aaj
& AR1Y = AR2' @ Ab} © Aa} @ AZL

& A Sub(AL20 @ AWY) = AR2' ® Ab} & Adk @ AP |

that we know all differences at the right side. Here we can insert all 8 pos-
sibilities of AR2!, then undo the Mix Column operation by multiplying with
its inverse and check byte by byte whether the computed value on the right
side is a valid difference for the left side. The time complexity for this check
is 2 clocks and only one pair (AR1}, AR2!) will remain due to 2;% < 1. The
known difference AR2' leaves only one sorted pair which fulfills the sequence
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(AL27' @ Abgh) S8 AR10 5% AR2!. The known difference AR1! fixes the

sequence (AL2° & AbJ) 58 AR1' which results in nearly 16.51 sorted pairs of

individual values following 8 possible differences for R22.
In clock 2, Ab%, has two possibilities because in its update equation

Ab2y = (a§™ 4 b~ T AbE @ Abl @ Ab @ oS AbY

all differences are equal to zero except for Ab}. Hence, we have Ab%, = Ab} or
Ab3, = a3 Ab} because we have a zero in the msb of Aa} = Ad. We can rewrite
the keystream equation in the following way

Al = Ab2, @ AL1? @ AL2? & Add
& AL1? = Ab3y & AL2? @ Aad & Azl

& A Sub(AR2' @ Ab}) = AV, ® AL2? @ Add @ Azl

that we know all differences at the right side. We insert both possibilities for
Ab%y, undo the Mix Column operation and check byte by byte whether the
computed value on the right side is a valid difference for the left side. The

time complexity for this check is 1 clock and only one pair (Ab3,, AL1?) will

remain. We know Ab2, = Ab} and ALI? fixes the sequence (AR2! & Ab}) 243

AL1? which results in nearly 16.51 sorted pairs of individual values following 8
possibilities for AL23. For AzZ we do exactly the same as described for Azf at
clock 1.

For clock 3, we have two possibilities for Ab3, and 8 possibilities for AL23.
Thus, we rewrite the equation

Az = Ab}, & AL @ AL2® ® Ad}
& A Sub(AR22 ® AB2) = Ab3, & AL23 @ Aad ® Azl

insert all listed possibilities, undo the Mix Column operation and check byte

by byte. The time complexity for this check is 4 clocks and only one triple
28

(Ab3y, AL13, AL2%) will remain due to 2558 = 1. We know Abj, = Abj and

AL1? fixes the sequence (AR22 & Ab2) 2*% AL13 which results in 8 possibilities

for AL2*. The known difference AL23 fixes the pair of individual values for the

sequence (AR2' @ Ab}) S8 AL12 5%% AL28. For AzL| we do exactly the same

as described for Azf at clock 1.

In clock 4, 5 and 6 we do exactly the same as described for clock 3.

Now we have collected enough individual values for the NLF. So far, the time
complexity is 2 + % +244-4=20.5 clocks.

We have to insert these individual values in the keystream and update equa-
tions. Since we collected 10 sorted pairs of individual values and two keystreams
with the corresponding system of equations, we need to decide for each value to
be filled in into which equation system. Wrong allocations will have contradic-
tions somewhere in the equations and are dispelled this way. This would result
a time complexity of 28 clocks. For the right allocation at clock 6, we can clock
backwards and receive the secret key with time complexity of 6 clocks.
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The overall time complexity in K2% clocks is
20.5+ 2% +6 =2%" .

The needed keystream amounts to 2 words per clock for 7 clocks for each pair
(K,IV,) and (K, IV}) which yields 28 keystream words. The memory require-
ments are negligible.

4 Distinguishing Attack

We now consider K29 with the number of initialization clocks reduced to 7.
To distinguish the cipher from a random function, we build a multiset over all
possible 232 values of one word using 232 different key-IV-pairs and check whether
the xored sum over all first keystream words 2! is equal to zero. For a random
function the probability is 2732 that this sum is zero.

For all 232 key-IV-pairs, we take the same unknown key. The four words
of the IV = [IVg, IVy, V5, IVs] are loaded in the FSR-B; where the word IV}
loaded in b3 takes the longest time until it enters the nonlinear function. For this
word V7, we make a multiset in a way that all values [0, 232 — 1] occur exactly
once. We emphasize that we need the multiset in ascending order starting with
zero. Then we know that all IV; values in the first half have msb equal to
zero whereas all I'V; values in the second half have msb equal to one. We will
use this fact about the msb later. The multiset in IV; yields 232 different IVs
IV = [IVy,i,IVa, IV3], i = 0,...,23 — 1 with arbitrary words IVi(g,2,3)- For
each pair (key, IV?), we run the K29 cipher with 7 initialization clocks and get
the first keystream word *z{.

Now we explain why the xored sum over all keystream words is equal to zero.
Our goal is to prove the multiset propagation through K29 as shown in Table[T]
In this table, we only show the multiset and its behavior. All values which are the
same in all 232 key-IV-pairs are omitted (empty in the table). We put the ?’ for
those sets we do not know anything about. With the symbol '"M*®’, we denote the
multiset in the starting order. The symbols 'M'’, '"M?’ and '"M?’ denote different
multisets. In each of them, each value [0,232 — 1] occurs exactly once, but we
do not know in which order. Thus, also the xored sums over these multisets
are zero. The symbol 'S0’ denotes a multiset, where the characteristic that each
value [0,2%2 — 1] occurs exactly once is lost, but the feature that it sums up
(xored) to zero still remains. To prove this feature for the ’S0’ multisets, it is
sufficient to consider the sets in bf,. We will check them in reverse order. The
update equation for the xored sum over all *b!, is

232_1 232_1 ) .

it i b1l gt o ipt—1 g i, t—1 41
E big = E , ( My, bg @ ‘b @ "by @ ‘mg, g by
i=0 i=0

@ ibial @ L2t le L1l ia671> _ (1)

Here, the variable imf;si denotes the multiplier depending on the msb of iag_l.

: i t—1 : i t—1 . i t—1 _ 1
In particular, *m, - = ag if the msb of ‘ay” " is equal to one and *m,,, = 1 if
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msb=0. Likewise, the variable imi:n{qb denotes the multiplier depending on the
second most significant bit of iag_l. In particular, Zmi;fbb = 7 if the second
most significant bit of ‘ab ™" is equal to one and ‘m’ !, = as otherwise.

Table 1. Propagation of the multiset through K2% during Initialization

clock FSR-B FSR-A NLF

ini |10 9 8 7 6 5 4 3 2 1 0/4 3 2 1 0|L1 L2 Rl R2
0 M®

1 M®

2 M

3 | M® M

4 | S0 M M

5 | S0 SO M® M® M*® Mt

6 | SO SO SO M® SO M®S M® 7?7 M2
7 | SO S0 SO SO M*® ? S0 M® M°® M3 ? 7

From now on, we mean always xored sum when we write sum or the sigma
sign. The keystream is produced at clock zero after the initialization. For the
internal states, we write the number of the initialization clock as superscript,
because we need to go backwards through the initialization clocks to prove the
multiset propagation. We know about the sum of all words izéq

232_1 232_1
Y (ibio@ 27 o L7 @ iag) .
=0 =0

For all 232 key-IV-pairs, the values for L27 and a] remain constant for all pairs
meaning the sum over them is zero. The values *L17 form a multiset in which
each value [0,232 — 1] occurs exactly once, but in an unknown order. The Sub
function preserves this property that each value [0, 232 — 1] occurs exactly once,
but destroys the known starting order. Thus we have

232_1 232_1

i _ 1.7
E 20 = E big - (2)
i=0 i=0

Now we will prove that the sum over all ], is zero. We look up the values for
at clock 7 in Table[l]and see which values remain constant meaning the sum
over them is zero. We omit those zero sums and get for clock 7

2521 2321 ) 2321 ) 2321

W7 i, 6 16 i, 6 116 16
E bio = E Mipsp bg © E Migmesb 0o ® E bio - (3)
i=0 i=0 i=0 i=0

We take a closer look on the sum over $,. After omitting all zero sums (empty
values in Table[T), (I) is

2321

23271 ) 23271 ) 23271
16 _ i 5 i35 i 5 i3 i15
E bip = E Myysp b3 B E Mgt by P E by -
i=0 i=0 i=0

=0
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The choice for the multipliers depends on the value of a3 which remains constant.
Thus, we do not know which multiplier is chosen but we know it is the same for
all 232 key-IV-pairs. The values for b3 remain constant meaning the sum is zero.
Therefore, our equation reduces to

232_1 232_1 232_1
7 1.5
E bl = miq E b E bio
i—0 i=0
252 1 232 1

*mmbb Z ZbO69 Z lb . (4)

For the sum over all %3,, (I) reduces to

2321 2321 _
o o= bl (5)
i=0 i=0

because the choice for the multipliers is constant due to the constant value of
a3. For clock 4, the choice for the multipliers in is constant as well yielding

932_1 932 _1 232_1
Z 10 - smsb Z Zb3 @ Z Zb . (6)
=0

With the constant choice for the multipliers at clock 3, reduces to

2321 2321
Do =Y (7)
i=0 i=0

Now we take (B), (6) and (7) and include them in (4) which yields

232_1 232 _q 932_q 932_q
7 7 172
E 10 - mbb E bl ® m.smsb E b @ E bl
i=0 =0
252 1 252 1 932_1
7 7 170
- mmbb E : b3 @ m.smsb E : b @ E : b3
=0 =0
932_1 932_1

_mmstZ@msmstZ@ZZ: . (8)

Here, we can directly see our multiset and know that the sum is zero.
Equation (3) now has only two summands left both depending on the value

of a$. From the update equation for a§ = a}, we know

1 1

(iag@ ao'ad ® b3® 'R2°® ‘R1°@ iai) .

(V)
w
¢
|
.
)
L
I
(V)
w
] F
|

s
I
o
-
I
o
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The values for a3, a3, R23, R1% and a3 remain constant for all pairs. We denote
the sum of them with C' = a3 & apaj & R2° ® R1® @ a} which does not depend
on ¢ and is unknown to us. With this simplification, we obtain

2321 - 232_
Y Z (ibg@c)z 3 (i@C) . 9)
i=0 i=0 i=0

As a result of the multiset, we know that in each bit of ¢ the number of ones

and zeros occurring is exactly 231 which is an even number. This means that the

second most significant bit of a} has 23! ones and 23! zeros. Taking this and the
fact that the value of b remains constant, we obtain for the second summand

of (3)

932 4 931_1 931_1
Z imgmsbibg - Z albg D Z a2b8 =0. (10)
=0 1=0 =0
Altogether (3) simplifies with (8) and to
932 _1 932_q
Z 10 - Z ,’nmabzb6 Z mmsbzb (11)
=0

where the choice of the multiplier depends on the msb of the value a$ = a} and
the value of b, does not remain constant. We emphasized at the beginning the
ascending order of our multiset. This means that the first half of our multiset
has msb zero and the second half has msb one. Accordingly, the msb of all ‘a}
with ¢ = 0,...,23" — 1 is the msb of unknown constant C, see (3), whereas the
msb of all ‘a} with ¢ = 231, ...,232 — 1 is the opposite of the msb of unknown
constant C'. Thus, we divided the sum into a first and a second half. We need to
check whether we can also divide the set of 'b3,. From (6) with (7) we know

932_1 932_1 932_1 932_1
2 ipd 3 2 173 E 112 E E
blO = Mgmsh bO @ bl - .sm.sb (A
i=0 i=0 =0

The choice of the multipliers is constant but unknown to us. We can divide both
sums into a first and a second half.

Now with the two possibilities of the msb of aj (first half zero and second half
one, or the other way around), for we can compute two values

231_q 931 _1 232_1
3 . .

X1 = M gmsb E tD E 1| Das msmsb E 1P E
i=0 i=0 =231 =231
2311 2311 2321

3 . .

Xo = a3 Mgmsh E 1D § 1] D smsb E : 1D 2 :
=0 =0 =251 =251

For the sums over exactly one ordered half of the multiset the property of sum-
ming up to zero is preserved. Accordingly, the values X; and X5 are both zero.
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Thus, we have proven the assumed multiset propagation through K2% which
results in

232_1 2.52_1
i H _ BT
g zy = g bip =0 .
i=0 i=0

We have shown that we can distinguish the K29 from a random function with
probability 1 — 2732, The time complexity is 232 - 7 ~ 2348 clocks of K29. We
need the first keystream word for all 232 pairs (key, IV?) with (i = 0,...,232—1).
The memory requirements are negligible.

5 Conclusions

We have shown a differential chosen IV attack with key recovery on K2% with
5 initialization clocks. The complexity for this attack is 28! clocks of K2% with
needed keystream of 28 words and negligible memory requirements. The exten-
sion of this attack to 6 or 7 initialization clocks is the topic of ongoing research.

A distinguishing attack on K29 with 7 initialization clocks is also presented.
With a multiset and its predictable propagation through these 7 clocks, we can
distinguish K2® from a random function with probability 1 — 2732, The com-
plexity for this attack is 23*® clocks of K29 with needed keystream of 232 words
and negligible memory requirements. We can not extend this attack to 8 initial-
ization clocks because in L18 we will get a set we do not know anything about
and therefore resulting in a random sum.
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